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Foreword

This book exists because cryptography has drifted away from its purpose.

For more than two decades, organizations have invested heavily in cryptographic technology
while gradually losing clarity over why that technology exists, what it is protecting, and who is
accountable when it fails.

Post-quantum cryptography has intensified this problem. Faced with genuine long-term risk,
many organizations are responding with urgency but without structure, defaulting to vendor
roadmaps, compliance checklists, and fear-driven decision making.

This book does not offer product recommendations or migration recipes. Instead, it restores
focus on governance, authority, and stewardship — the elements that survive technological
change.

The arguments that follow are grounded not in theory, but in decades of direct engagement with
cryptographic vendors, regulators, engineers, and enterprises. They challenge comfortable
assumptions and ask leaders to take responsibility for cryptographic decisions that have too
often been delegated or deferred.

This foreword is intentionally brief. The substance begins immediately.
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Executive Briefing: Cryptography, Governance, and the
Post-Quantum Transition

Post-quantum cryptography is widely presented as a future technical upgrade. In reality, it is a
present governance problem. The risk is not simply that new algorithms are required.

The risk is that most organizations do not know why, where, or for how long they are
encrypting data in the first place. Post-quantum transition exposes weaknesses that already
exist:

e unclear ownership of cryptographic decisions

e undocumented trust anchors

e unclassified data with undefined lifespans

e vendor-led strategy driven by fear and compliance language

Quantum computing does not create these problems. It reveals them.

The Core Insight

Cryptography has only one purpose: to protect an organisation’s most valuable asset — its data.
Everything else — algorithms, HSMs, cloud services, certificates — is secondary. When
cryptography becomes a technical conversation detached from business purpose, organizations
lose control of risk ownership, authority, and long-term resilience.

What Has Gone Wrong

Cryptography Became a Product Decision

Cryptographic strategy has been quietly outsourced to vendors, platforms, and defaults.
Strategy followed products, not risk.

Governance Was Replaced by Automation

Automation amplified the absence of governance. Defaults became policy and pipelines encoded
assumptions.
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Compliance Replaced Judgement

Compliance defines minimum acceptable behavior. It does not define adequate protection.

Why Upgradeability Is a Myth

Cryptography does not upgrade cleanly. Post-quantum transition is a coexistence problem, not a
swabp.

The Correct Starting Point

A cryptographic audit that evaluates purpose, asset value, authority, trust anchors, and time.
There has never been a more important time to enable such an audit.

What Survives the Post-Quantum Transition

Algorithms change. Governance endures. Key ownership, asset classification, and authority
survive technological shifts.

How to Proceed Without Panic

Urgency is real. Panic is optional. Deliberate sequencing beats fear-driven procurement.

The Leadership Imperative

Post-quantum transition is not an engineering problem. It is a leadership problem.

Final Message

Cryptography is stewardship, not mathematics. The post-quantum era demands better
decisions, not faster ones.
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Chapter 0 — How This Book Thinks About Cryptography

This book does not begin with algorithms, vendors, or standards — because that is not where
cryptographic failure begins.

Most discussions about cryptography begin with technology. They start with algorithms,
platforms, standards, vendors, or deployment models. The questions are familiar:

e  Which HSM should we use?

e I[scloud better than on-premises?

e Should we move from AD CS to EJBCA?
e Are we post-quantum ready?

This book does not begin there — because that is not where cryptographic failure begins.

In practice, those questions usually appear after more important questions have already been
skipped.

Cryptography Is Not a Product Decision

Cryptography is often treated as a procurement exercise: choose a product, satisfy a compliance
requirement, deploy tooling, and move on. This framing is dangerously incomplete.

Cryptography is not a product category. It is a control mechanism whose sole purpose is to
protect an organisation’s most valuable asset: its data. Everything else — algorithms, hardware,
certificates, key stores, standards — is secondary.

When organizations begin with technology, they are implicitly assuming that the data is
understood, the risk is agreed, the policy exists, and governance is intact. In many cases, none of
these assumptions hold.

The Technology Conversation Is a Trap

In nearly every engagement, the most persistent challenge is resisting the premature technology
conversation.

Technical teams frequently approach cryptography in isolation — asking for recommendations
in a vacuum, driven by personal preference, vendor influence, inherited architectures, or
compliance checklists.

This leads to debates about how to encrypt without any agreement on why.

When policy is weak or absent, technology fills the void. Opinion replaces authority. Tools
become proxies for strategy.
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The result is expensive, complex infrastructure that appears sophisticated while remaining
poorly governed.

Cryptography Is Binary — Governance Is Not

Encryption either works or it does not. Keys either protect data or they do not. In that sense,
cryptography itself is a commodity. It is binary, repeatable, and automatable.

Governance is not. Governance requires judgement. It requires trade-offs. It requires
understanding what matters, what does not, and what must be protected over time.

This book deliberately separates the two — because confusing them has led organizations to
mistake technical complexity for security.

Why This Matters More Than Ever

Post-quantum cryptography amplifies every existing weakness in cryptographic governance.

It does not merely introduce new algorithms — it forces organizations to confront questions
they have avoided for years:

e How long must our data remain confidential?

e What cryptographic assumptions have we embedded without realising?
e  Who actually owns our keys — and therefore our risk?

e What decisions were made by default rather than intent?

In a post-quantum context, guesswork is no longer tolerable.

The Only Honest Starting Point: A Cryptographic Audit

Before any capital investment is made, before any architecture is redesigned, before any
platform is selected, there is only one responsible starting point - A comprehensive
cryptographic audit.

There has never been a more important time to enable one. A cryptographic audit is not a tool
inventory. It is not a vendor comparison. It is not a compliance exercise.

It is an examination of what data exists, where it lives, how it is protected, which keys are
involved, what assumptions those keys rely upon, and how long the data must remain secure.
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In the context of post-quantum risk, an audit is the only way to distinguish genuine exposure
from theoretical concern, critical assets from background noise, and necessary change from
opportunistic spending.

Without this clarity, organizations are forced to act blindly — and vendors are happy to provide
direction.

Policy Must Follow Understanding, Not the Other Way Around

Only after cryptographic reality is understood does it make sense to address policy, standards,
compliance, and governance frameworks. When policy is written without understanding the
underlying cryptographic estate, it becomes aspirational rather than enforceable. When
standards are adopted without context, they become symbolic rather than protective. This book
insists on reversing that order.

Who This Book Is For — And Who It Is Not

This book is written for leaders willing to confront uncomfortable truths, engineers who
understand consequence as well as code, and organisations that care more about stewardship
than optics. It is not written for those seeking quick fixes, product endorsements, or reassurance
without responsibility. The post-quantum transition rewards honesty over speed.

How to Read What Follows

The chapters that follow will not tell you which tools to buy. They will tell you what
assumptions to challenge, what questions to ask, and what structures must exist before
technology choices have meaning.

If that feels frustrating, it is intentional. Cryptography that begins with answers rather than
questions has already failed.
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Chapter One — Cryptography Was Never About
Mathematics

The most persistent misunderstanding about cryptography is that it is primarily a mathematical
discipline. Mathematics enables cryptography, but it has never defined its purpose.

From its earliest use, cryptography existed to manage trust, secrecy, authority, and power
between people, institutions, and states. Mathematics was the mechanism, not the objective.

When cryptography fails in the real world, it is almost never because the mathematics was
wrong. It fails because people misunderstood what they were protecting, why they were
protecting it, or how long it needed protection.

Mathematics Enables Cryptography — It Does Not Govern It

Modern security culture has elevated mathematical strength to a proxy for security. Key lengths,
algorithm names, and cryptographic proofs are treated as evidence of safety.

This creates comfort, but it does not create control.

Mathematics can prove that an algorithm resists certain attacks under defined assumptions. It
cannot determine whether those assumptions align with organisational reality, data lifespan, or
future threat models.

Cryptography is not deployed in laboratories. It is deployed in messy human systems shaped by
incentives, regulation, time, and neglect.

Why Strong Cryptography Still Fails

Organisations regularly deploy mathematically strong cryptography and still suffer
catastrophic exposure.

This is not paradoxical. It is predictable.

Cryptographic failure usually arises from governance failure: keys are shared too widely,
retained too long, poorly understood, or controlled by parties with misaligned incentives.

No amount of mathematical strength compensates for misplaced trust.
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The Comfort of Numbers

Mathematics is attractive because it appears objective. A 256-bit key feels safer than a 128-bit
one. A certified algorithm feels safer than an unapproved one.

These signals are not meaningless — but they are incomplete.

They encourage organisations to focus on measurable properties while ignoring unmeasurable
but decisive ones: intent, ownership, consequence, and time.

Cryptography as a Social System

Every cryptographic system is also a social system. It encodes decisions about who is trusted,
who is authorised, who is accountable, and who bears risk when assumptions fail.

These decisions are rarely explicit. They are inherited, implied, or delegated — often without
review. Mathematics cannot correct this. Only governance can.

Post-Quantum Cryptography Changes the Question

Post-quantum cryptography does not threaten cryptography because mathematics is failing. It
threatens cryptography because it exposes how dependent systems are on assumptions about
time. Encryption was never a promise of permanent secrecy. It was a promise of delayed
disclosure.

When that delay can no longer be assumed, organisations must confront questions they
postponed: how long data matters, who owns the risk, and what happens when protection
expires.

The Central Claim

The central claim of this chapter is simple:

e Cryptography has never been about mathematics. It has always been about protecting
what matters under imperfect conditions, over time.

e Mathematics makes this possible. Governance makes it meaningful.

o Confusing the two has allowed organisations to invest heavily in cryptographic strength
while neglecting cryptographic responsibility.
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